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covered, a list of licensee personnel in
attendance, and related information.

(d) Protection of information. (1) Ex-
cept as provided in paragraph (d)(9) of
this section, licensees authorized to
possess category 1 or category 2 quan-
tities of radioactive material shall
limit access to and unauthorized dis-
closure of their security plan, imple-
menting procedures, and the list of in-
dividuals that have been approved for
unescorted access.

(2) Efforts to limit access shall in-
clude the development, implementa-
tion, and maintenance of written poli-
cies and procedures for controlling ac-
cess to, and for proper handling and
protection against unauthorized disclo-
sure of, the security plan and imple-
menting procedures.

(3) Before granting an individual ac-
cess to the security plan or imple-
menting procedures, licensees shall:

(i) Evaluate an individual’s need to
know the security plan or imple-
menting procedures; and

(ii) If the individual has not been au-
thorized for unescorted access to cat-
egory 1 or category 2 quantities of ra-
dioactive material, safeguards informa-
tion, or safeguards information-modi-
fied handling, the licensee must com-
plete a background investigation to de-
termine the individual’s trust-
worthiness and reliability. A trust-
worthiness and reliability determina-
tion shall be conducted by the review-
ing official and shall include the back-
ground investigation elements con-
tained in §37.25(a)(2) through (a)(7).

(4) Licensees need not subject the fol-
lowing individuals to the background
investigation elements for protection
of information:

(i) The categories of individuals list-
ed in §37.29(a)(1) through (13); or

(ii) Security service provider employ-
ees, provided written verification that
the employee has been determined to
be trustworthy and reliable, by the re-
quired background investigation in
§37.25(a)(2) through (a)(7), has been pro-
vided by the security service provider.

(5) The licensee shall document the
basis for concluding that an individual
is trustworthy and reliable and should
be granted access to the security plan
or implementing procedures.
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(6) Licensees shall maintain a list of
persons currently approved for access
to the security plan or implementing
procedures. When a licensee determines
that a person no longer needs access to
the security plan or implementing pro-
cedures or no longer meets the access
authorization requirements for access
to the information, the licensee shall
remove the person from the approved
list as soon as possible, but no later
than 7 working days, and take prompt
measures to ensure that the individual
is unable to obtain the security plan or
implementing procedures.

(7) When not in use, the licensee shall
store its security plan and imple-
menting procedures in a manner to pre-
vent unauthorized access. Information
stored in nonremovable electronic form
must be password protected.

(8) The licensee shall retain as a
record for 3 years after the document is
no longer needed:

(i) A copy of the information protec-
tion procedures; and

(ii) The list of individuals approved
for access to the security plan or im-
plementing procedures.

(9) Licensees that possess safeguards
information or safeguards information-
modified handling are subject to the
requirements of §73.21 of this chapter,
and shall protect any safeguards infor-
mation or safeguards information-
modified handling in accordance with
the requirements of that section.

§37.45 LLEA coordination.

(a) A licensee subject to this subpart
shall coordinate, to the extent prac-
ticable, with an LLEA for responding
to threats to the licensee’s facility, in-
cluding any necessary armed response.
The information provided to the LLEA
must include:

(1) A description of the facilities and
the category 1 and category 2 quan-
tities of radioactive materials along
with a description of the licensee’s se-
curity measures that have been imple-
mented to comply with this subpart;
and

(2) A notification that the licensee
will request a timely armed response
by the LLEA to any actual or at-
tempted theft, sabotage, or diversion of
category 1 or category 2 quantities of
material.
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(b) The licensee shall notify the ap-
propriate NRC regional office listed in
§30.6(a)(2) of this chapter within 3 busi-
ness days if:

(1) The LLEA has not responded to
the request for coordination within 60
days of the coordination request; or

(2) The LLEA notifies the licensee
that the LLEA does not plan to partici-
pate in coordination activities.

(c) The licensee shall document its
efforts to coordinate with the LLEA.
The documentation must be kept for 3
years.

(d) The licensee shall coordinate with
the LLEA at least every 12 months, or
when changes to the facility design or
operation adversely affect the poten-
tial vulnerability of the licensee’s ma-
terial to theft, sabotage, or diversion.

§37.47 Security zones.

(a) Licensees shall ensure that all ag-
gregated category 1 and category 2
quantities of radioactive material are
used or stored within licensee-estab-
lished security zones. Security zones
may be permanent or temporary.

(b) Temporary security zones must be
established as necessary to meet the li-
censee’s transitory or intermittent
business activities, such as periods of
maintenance, source delivery, and
source replacement.

(c) Security zones must, at a min-
imum, allow unescorted access only to
approved individuals through:

(1) Isolation of category 1 and cat-
egory 2 quantities of radioactive mate-
rials by the use of continuous physical
barriers that allow access to the secu-
rity zone only through established ac-
cess control points. A physical barrier
is a natural or man-made structure or
formation sufficient for the isolation of
the category 1 or category 2 quantities
of radioactive material within a secu-
rity zone; or

(2) Direct control of the security zone
by approved individuals at all times; or

(3) A combination of continuous
physical barriers and direct control.

(d) For category 1 quantities of radio-
active material during periods of main-
tenance, source receipt, preparation for
shipment, installation, or source re-
moval or exchange, the licensee shall,
at a minimum, provide sufficient indi-
viduals approved for unescorted access
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to maintain continuous surveillance of
sources in temporary security zones
and in any security zone in which phys-
ical barriers or intrusion detection sys-
tems have been disabled to allow such
activities.

(e) Individuals mnot approved for
unescorted access to category 1 or cat-
egory 2 quantities of radioactive mate-
rial must be escorted by an approved
individual when in a security zone.

§37.49 Monitoring, detection, and as-
sessment.

(a) Monitoring and detection. (1) Li-
censees shall establish and maintain
the capability to continuously monitor
and detect without delay all unauthor-
ized entries into its security zones. Li-
censees shall provide the means to
maintain continuous monitoring and
detection capability in the event of a
loss of the primary power source, or
provide for an alarm and response in
the event of a loss of this capability to
continuously monitor and detect unau-
thorized entries.

(2) Monitoring and detection must be
performed by:

(i) A monitored intrusion detection
system that is linked to an onsite or
offsite central monitoring facility; or

(ii) Electronic devices for intrusion
detection alarms that will alert nearby
facility personnel; or

(iii) A monitored video surveillance
system; or

(iv) Direct visual surveillance by ap-
proved individuals located within the
security zone; or

(v) Direct visual surveillance by a li-
censee designated individual located
outside the security zone.

(3) A licensee subject to this subpart
shall also have a means to detect unau-
thorized removal of the radioactive
material from the security zone. This
detection capability must provide:

(i) For category 1 quantities of radio-
active material, immediate detection
of any attempted unauthorized re-
moval of the radioactive material from
the security zone. Such immediate de-
tection capability must be provided by:

(A) Electronic sensors linked to an
alarm; or

(B) Continuous monitored video sur-
veillance; or

(C) Direct visual surveillance.
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